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1.1. Data Threats  
 

1.1.1. Data and Information  
The word ‘data’ is commonly used to represent a piece or pieces of information which 
have no context. The term ‘data’ is also used to refer to information processed by a 
computer and the term ‘information’ is used to describe the resulting output.  
 
Data items can be numbers, words, dates, images or sounds. For example, the following 
is a list of data items: 
 

 2 

 Black 

 Park 

 Woodland  

 Amber 

 Flint 

 Saturday 

 
Data items have no context by themselves and need to be arranged into sentences or 
records to make sense as information, such as in the example below: 
 

 An address: Amber Black, 2 Woodland Park, Flint 

 A sentence: Park near the woodland to gain access to the flint workings (open Saturdays 
only). There are 2 sites in the area to visit. Contact Amber Black for more details. 

 
In a database, pieces of data are meaningless unless arranged in a logical order 
beneath meaningful headings.  
 

Name House number  Street Town 

Amber Black 2 Woodland Park Flint 

 
Information is the end result of processing or collating data. Information has context; data 
does not. To recap, information is a collection of data which has been arranged in a 
meaningful way. 

 
1.1.2.  Cybercrime  
Since the advent of computer technology, in particular the internet and wireless 
technology, cybercrime has been on the increase. Cybercrime includes hacking, 
cracking, phishing, identity theft, fraud and scamming, among many other criminal 
activities. 
 
As a result, technology has created a new crime culture which requires policing. In the UK, 
the Computer Misuse Act, 1990 covers criminal acts relating to computers, such as hacking 
and malicious damage, which are punishable offences. In 2013, the EU published the 
Cyber Crime Directive to help tackle large-scale cyber-attacks and guard computer users 
against fraud, theft and malicious software by strengthening national cyber-crime laws and 
meting out tougher penalties. 
 

Section 1  Security Concepts 
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Ethical hackers mimic malicious hackers by attacking a computer system to expose its 
vulnerabilities. 

 

Operating systems and software often contain flaws that expose security holes. These 
flaws can be exploited to bypass the normal protection a computer system might have. 

 

The US also has several legal statutes which target cybercrime, such as the Identity 
Theft Enforcement and Restitution Act, 2008. 

 
1.1.3. Hacking, Cracking and Ethical Hacking  
Cyber-crime can include crimes such as hacking, ethical hacking and cracking.  
 

Hacking 
In computer security terms, a hacker is a person who gains unauthorised access to a 
computer system for illegal purposes. This may mean physical access or remote access 
over an internet connection. The access gained might be used to retrieve confidential 
information, such as credit card or banking details, or to involve the computer in the 
distribution of illegal material without the owner’s knowledge – or simply to harvest 
working e-mail addresses that can be used as targets for spam. 
 
It is possible for a hacker to use readily available hardware and software to construct a 
packet analyser that can intercept and copy data flowing around a network. If the data 
is encrypted, it cannot be decoded by a hacker even if it is intercepted.  
 
A hacker may not even need close physical access to a wireless network as such 
networks have a range of up to 30 metres, which is why an individual in a densely 
populated residential area may be able to see the wireless networks from their 
neighbours’ houses. 
 

Ethical Hacking 
Ethical hacking refers to breaching the security of a computer system with the 
permission and authorisation of the system’s owners in order to expose any security 
weaknesses or flaws with the aim of preventing fraud and data theft. Ethical hackers can 
gain certified status and are typically hired by business and government/military 
organisations to find security flaws in their computer systems.  
 
 
 

 
 

Cracking 
Cracking refers to breaching computer security by breaking into copyrighted computer 
software in order to use it without purchasing a licence. Cracking can also be used to 
gain access to and steal confidential information on a computer system or wreak 
malicious damage to files or data. In some cases, such as ethical hacking (see above), 
cracking can be used to expose weaknesses in a computer network system. 
 
 
 

 
 
 

1.1.4. Threats to Data  
Data that is stored electronically is at risk from corruption, loss or theft. Along with 
malicious damage and unauthorised access, there are many threats to data, such as: 
 

 Floods  

 Fire 

 Earthquake 

 War 

note 

note 
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 Force majeure (a legal term used to describe a clause which frees parties from liability or 
legal obligation in the case of war, earthquakes, floods or other naturally occurring disaster) 

 
Backing up data onto a removable storage device and keeping it off-site is 
recommended practice. Other threats to data include people. These could be: 
 

 Employees 

 Service providers 

 External individuals 

 
Employees should ensure that they do not disclose confidential or sensitive information to 
external contacts, such as business competitors. Workplace policies usually stipulate non-
disclosure as part of an employee’s responsibilities. It is important that access levels are 
in place so that only authorised personnel have access to sensitive or confidential 
information that could be passed to a competitor or fraudster. This means ensuring that 
computer systems are password protected so unauthorised personnel cannot access 
drives containing sensitive data. Business or corporate espionage is usually carried out by 
employees and involves passing on company secrets and sensitive information to a 
competitor company. 
 
Threats from service providers, such as ISPs, Cloud computing and online backup 
providers, include poor security which makes stored data vulnerable to security threats 
and unauthorised access and e-mail accounts exposed to hacking and unsolicited mail. 
 
Data is also vulnerable to threat via external individuals through hacking, cracking, 
unauthorised access, phishing and physical theft. Competitors may gain unauthorised 
access to a computer system to gain valuable information, trade secrets or industrial 
plans. This is referred to as industrial or cyber-espionage. Data security can also be 
breached by individuals ‘diving’ for physical information, such as un-shredded 
documents and disks in bins and skips. 

 
 
1.2.  Value of Information 
 

1.2.1.  Protecting Personal Information  
It is important to keep all personal data safe and secure. This means ensuring that data 
is stored securely where it cannot be accessed by unauthorised users (hackers). 
Personal data is information relating to you, such as: 
 

 Full name and address 

 Details that can be used for security clearance (e.g. mother’s maiden name, date of birth, 
place of birth) 

 Bank account details 

 Details of online shopping/ordering (e.g. logins, passwords, credit card details) 

 Health and social security records 

 Other sensitive information that could be used to identify or impersonate you. 

 
Personal data can be used for fraudulent purposes, so it is vital that you keep it safe and 
secure. Hackers can access websites and use credit card details fraudulently to buy 
goods. If users keep records of their passwords on their computer, hackers may also be 
able to access the user’s bank accounts and transfer money. It is advisable to password 
protect important or personal data to ensure security.  
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Identity theft is a type of fraud whereby a criminal pretends to be someone else in order 
to steal. Illegally obtained credit card details are increasingly used by criminals to buy 
goods and services online. These credit card details are harvested using phishing (see 
Section 1.3.) or automatically via some types of malware (see Section 2) or by hacking 
(see Section 1.1.3.). They are then sold on the black market. 

Be very careful about storing personal data on public or unsecured networks or uploading 
onto social networking sites. Wireless networks are less secure then wired networks and, 
because of their accessibility and visibility, are at risk from unauthorised access. A 
password should be set to prevent unauthorised access to data saved on a network drive. 
Never disclose personal information on a social network site that could be used to identify 
you and be used for fraudulent purposes. 

 
Important and valuable information can be stored on small removable storage devices, 
such as USB memory sticks. Portable devices can be easily mislaid, i.e. leaving them 
connected to a computer at a college, library or other public place, resulting in loss or 
theft of valuable data. Ensure that all portable and removable devices are safe from theft 
by ensuring that they are stored safely and securely (see Section 6.1.).  
 

1.2.2.  Protecting Commercially Sensitive Information  
Commercially sensitive information, such as client details and financial records, are at 
risk of misuse and theft. Security measures can be implemented to prevent unauthorised 
access to commercially sensitive information, such as: 
 

 Shredding sensitive or confidential documents 

 Non-disclosure policies for employees 

 Virus protection software 

 Access levels so only authorised personnel can access sensitive or valuable information 

 Firewalls to prevent unauthorised access to computer systems and encryption of 
documents in transit so that they are illegible to hackers  

 Physical security  

 Be aware of keystroke logging (see Section 2.2.2.) when accessing company files from a 
remote location or online service. 

 

1.2.3.  Preventing Unauthorised Access  
All information stored on computer systems is at risk from unauthorised access. To control 
access to computers and prevent unauthorised use, all computers should be accessed 
using usernames and passwords. The act of accessing a system using a username and 
password is called authentication or, more commonly, logging in, logging on or 
signing in. This is normally done via a login screen. Authentication provides a 
mechanism for controlling access to a computer in the first instance, but it can also 
provide different levels of access to different users or groups of user.  
 

A common practice in companies and educational institutions, etc. is to restrict normal 
users from installing new software on their computers, so that only users who are 
members of the IT department security group can do this. Similarly, a computer in the 
home may have separate usernames and passwords for children, and rules defined for 
them which do not allow access to the areas where family documents are stored. 
 

Further levels of authentication may be encountered when a user has logged on. For 
example, an office worker may use a software application to process a company’s 
accounts. This involves access to confidential information, so the application will have a 
further login screen where a correct username and password must be entered to gain 
access. This username and password may be different to those used to access the 
computer itself or may, sometimes, be linked. 
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Many online applications and services are accessed using a web browser and can 
involve their own methods of authentication. 
 

 Online banks and financial services companies commonly require a Personal 
Identification Number (PIN) in addition to a separate username and password and 
possibly other information. 

 Buying goods using a credit card requires valid credit card details in addition to a separate 
username and password. 

The screenshots below shows a section of a bank webpage. The user must click the 
Login button to begin accessing their account details. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The user must then provide their PIN and a randomly selected piece of personal 
information to further confirm who they are. 
 
Writing down passwords and PINs or sharing them with others negates their 
effectiveness to a large extent and should not be done.  
 
Web browsers can also recognise when a username and password or PIN are being 
entered and offer to store them so that they will be filled in automatically the next time 
the site is visited. While the details will be stored in a secure manner, it is still preferable 
to decline this offer as this practice helps any unauthorised person who is accessing the 
computer. 

 
Encryption 
It is possible for a hacker to use readily available hardware and software to construct a 
packet analyser that can intercept and copy data flowing around a network. If the data 
is encrypted, it cannot be decoded by a hacker even if it is intercepted.  
 
A hacker may not even need close physical access to a wireless network as such 
networks have a range of up to 30 metres, which is why an individual in a densely 
populated residential area may be able to see the wireless networks from their 
neighbours’ houses. 
 
Encrypting files ensure that they cannot be accessed or utilised except by the person for whom 
the communication is intended. If there is any attempt to intercept a file as it is being transferred 
across the internet, the encryption offers a high level of security. Encryption is extensively used to 
protect information, such as credit card numbers, and sensitive information, such as personal 
data or company secrets.  

 
Passwords 
It makes sense to choose a strong password, containing a lengthy mixture of upper- and 
lower-case letters, numbers and non-alphabetic characters, such as underscores. Many 
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systems will now actively enforce the choosing of strong passwords and require users to 
change their passwords on a regular basis. 
 
Some rules for choosing a good password are: 

 Don’t use words that can be found in a dictionary 

 Don’t use personal information (e.g. names or car registration numbers) 

 Don’t use sequences of numbers (e.g. 12345) or keyboard letter sequences (e.g. 
QWERTY) 

 Do replace letters with numbers where possible and capitalise randomly (e.g. instead of the 
word retrovertigo use r3tr0V3rt1G0 

 Do use as many letters and numbers as possible 

 
 
1.2.4.  Information Security  
 

Confidentiality 
Access to confidential information brings responsibility – sharing this information with 
unauthorised persons is usually unethical and often illegal. It should also be borne in 
mind that in a corporate network, all access to confidential information is potentially 
monitored and logged. 

 
Integrity 
Maintaining integrity of information refers to ensuring the accuracy and consistency of 
data and preventing unauthorised changes or modifications. It is essential that levels of 
access are assigned appropriately so that only authorised personnel can edit or make 
modifications to stored data. Making a document read-only or password protecting 
documents ensures that integrity of information stored on a computer system cannot be 
altered, either accidentally or maliciously. 

 
Availability 
Availability of information is crucial to companies that rely on technology to power and 
supply their business. In order for information to be available 24/7, security controls, 
communication channels and information processors must remain functional at all times. 
Controls must be in place to prevent service disruptions. Events that may disrupt 
availability include: 
 

 Hardware failure 

 System upgrades 

 Power losses 

 Malicious attacks 

 

 
1.2.5. Data Privacy and Protection Controls  
Personal data is legitimately held by a number of institutions and agencies, for example 
people’s detailed financial records may be held by a bank or financial lending institution 
with which they conduct business. Such records could include a person’s monthly 
income, mortgage repayment details, schedules of loan repayments, overdraft 
requirements, credit rating, and savings and investments.  
 
Local authorities may have details on services to which an individual is entitled that could 
include payment records of local taxes and charges, dog licences, applications for 
planning permission, planning objections and appeals. Some of this information may be 
stored for public access. Sensitive medical records will be held by various agencies, 
such as health boards, general hospitals, local area clinics and general practitioners. 
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In each of the above cases, it is important to govern access to the information and the 
use to which the information is put. Data protection legislation exists to ensure that 
appropriate levels of privacy are safeguarded and the information is used only in an 
appropriate manner.  
 
In the United Kingdom, a Data Protection Act was passed on 16 July 1998 and came into 
force in early 1999 and was later amended in 2007 by the Data Protection Amendment 
Act 2003. It was enacted to bring UK law into line with the 1995 European Directive 
requiring each member state to protect its citizens’ fundamental rights and freedoms, 
especially their right to privacy in relation to the processing of personal data. 
 
In the Republic of Ireland, a Data Protection Act was passed on 13 July 1988 and came 
into force on 13 April 1989. It was amended in 2003. 
 
The following is an extract from IRELAND, The Data Protection Act, 1988, A Summary 
from the Data Protection Commissioner.  

The Act gives a right to every individual, irrespective of nationality or residence, 
to establish the existence of personal data, to access any such data relating to 
him, and to have inaccurate data rectified or erased. It requires data controllers 
to make sure that the data they keep are collected fairly, are accurate and up-to-
date, are kept for lawful purposes, and are not used or disclosed in any manner 
incompatible with those purposes. It also requires both data controllers and data 
processors to protect the data they keep, and imposes on them a special duty of 
care in relation to the individuals about whom they keep such data.  

 
Similar legislation has been passed by other governments. You should contact the appropriate 
local authority regarding the legislation that applies in your own country. 
 

Those who store or have access to data on individuals are under a legal obligation in 
most countries to protect this data. Below is an overview of the eight key principles (in 
the context of their definition in law) of information-handling practice outlined in the 1998 
Data Protection Act.  

1. Data may only be used for the specific purposes for which it was collected.  

2. Data must not be disclosed to other parties without the consent of the individual whom it is 
about, unless there is legislation or other overriding legitimate reason to share the information 
(for example, the prevention or detection of crime). It is an offence for Other Parties to obtain 
this personal data without authorisation.  

3. Individuals have a right of access to the information held about them, subject to certain 
exceptions (for example, information held for the prevention or detection of crime).  

4. Personal information may be kept for no longer than is necessary and must be kept up to date.  

5. Personal information may not be sent outside the European Economic Area unless the 
individual whom it is about has consented or adequate protection is in place, for example by 
the use of a prescribed form of contract to govern the transmission of the data.  

6. Subject to some exceptions for organisations that only do very simple processing, and for 
domestic use, all entities that process personal information must register with the Information 
Commissioner’s Office.  

7. Entities holding personal information are required to have adequate security measures in 
place. Those include technical measures (such as firewalls) and organisational measures 
(such as staff training).  

8. Subjects have the right to have factually incorrect information corrected (though this does not 
extend to matters of opinion).  
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In most countries, data protection legislation not only requires data controllers to take on 
specific responsibilities, but also outlines the rights of individuals whose data is being 
held. One of the most common of these rights is that of an individual to request a copy of 
his or her data from any data controller. Making such a request usually requires a written 
letter or e-mail along with the payment of a small fee to compensate the data controller 
for the time needed to process the request.  
 
Another common right of the individual under data protection legislation is the right to 
seek compensation in court for any damage caused to the individual by the mishandling 
of their data. An example of this particular right may be if an individual’s credit rating was 
not kept up to date by a financial institution and that person was subsequently denied a 
loan for a mortgage. In this case, the affected individual could take the financial 
institution that was responsible to court and sue for damages. 
 
There may be other rights provided to individuals under various data protection legislation, 
depending on the country. This information is often widely available on the internet or by 
contacting the appropriate authority. It is important to be aware of such rights as they 
provide security against identity theft or other types of damage caused by the mishandling 
of personal data. 
In many countries, data protection legislation deals with direct marketing organisations 
that send unsolicited mail and e-mail, or make unsolicited phone calls to an individual to 
obtain data. In these cases, individuals have the right to request that their information be 
deleted from the data collector to ensure that no further mail or phone calls are received. 
There are circumstances in which this right may be limited, for example, in a legal 
situation, a person who is standing trial for a crime will not be able to request certain data 
from the police. 
 

1.2.6. ICT Guidelines and Policies  
Guidelines and procedures for the correct and acceptable use of IT, should be provided 
by all employers and other organisations, such as colleges, to anyone authorised to use 
their computer systems. 
 
These guidelines are an important because they: 

 help to ensure a secure computing environment 

 prevent misuse and overuse of resources, e.g. printers and disk space 

 prevent intimidation and harassment by e-mail and other methods 

 protect the organisation in the event of its computing resources being used for illegal 
activities 

 provide a legal mechanism for removing offending users from the organisation when 
necessary 

 
An organisation’s procedures and guidelines, including its privacy policy, are normally 
provided to employees when they first join the organisation as part of the standard 
induction process, for example by the human resources department or college 
administration office.  
 
They may also be provided directly by the department or individual responsible for 
information technology within the organisation. Most organisations will also provide a 
copy of their guidelines on their website.  
 
If necessary, employees should approach their immediate line manager for clarification of 
any part of the guidelines and procedures that are not clear. In an academic situation, the 
department or individual responsible for information technology should be contacted. 
 


