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1.1. Web Browsing Concepts  
 

1.1.1. The Internet  
The internet facilitates various services, ranging from the transfer of files from one 
place to another, to e-mail, the world wide web (www), chat rooms and notice boards, 
as well as a whole range of online services from shopping to entertainment. In addition, 
thousands of government, educational and commercial institutions as well as millions 
of individuals have information that is stored on computer systems and can be 
accessed over traditional telephone lines, fibre optic cables, satellite communications 
and almost any other means of telecommunications that is available. 
 
The internet is a global network of computer networks. The computers connected to it 
communicate with one another and it also provides the infrastructure that converts the 
information and provides the routes through which the information flows. In the early 
1960s, J.C.R. Licklider of the Massachusetts Institute of Technology wrote about a 
concept he termed Galactic Networks. He envisaged a network of computers on a 
worldwide scale, across which information would be transferred an idea that eventually 
became the internet as we know it today. 
 
It is generally accepted that the initial development of the internet was prompted by the 
Cold War between the US and Russia. To ensure that information could continue to flow 
should elements of the communications structure be destroyed in a nuclear strike, the 
US decided to decentralise its information storage and to create a system where 
information could be accessed through a number of different routes. At the same time, 
US universities were demanding access to these powerful computers for research 
purposes. In the late 1960s, super-computers were installed by the military in a number 
of locations around the US and a network was designed to enable the universities to use 
its resources.  
 
The main users of this fledgling internet were scientists, engineers and technical experts. 
During the 1960s and 1970s, US libraries automated their indexes and, over the next 
decade, made their catalogues available online. Being online was the reserve of 
technical, scientific and research experts for quite some time as the system was complex 
to use. As well as the military, the educational community, government bodies and 
research institutions dominated the internet’s use. Mail services emerged in the early 
1980s and were predominantly used by educational institutions that engaged at an 
international level in information exchange. 
 
The growth of accessible databases on the internet grew substantially in the late 1980s 
and early 1990s and the difficulty of tracking through the huge volume of information 
prompted the development of catalogues. Throughout the 1990s, the development of 
systems that could retrieve information links from web-based indexes began to emerge. 
Parallel to this, technological developments in computing saw greater processing speeds 
and more user-friendly computer interfaces, telecommunications and cable companies 
increased capacities and high-speed fibre optic cable networks were being rolled out. 
The commercial use of the internet did not really begin until the early 1990s and, by the 
late 1990s, particularly with the commercial provision of internet services, business traffic 
on the internet was widespread. More recent developments in the internet are attempting 
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to address the challenges presented by even greater capacity demands in the delivery of 
multimedia, enticing more home users online and an ever increasing growth in online 
service provision from government, educational and commercial agencies. 

 
1.1.2. The World Wide Web  
The world wide web (www) is a collection of interlinked documents on the internet. It was 
conceived by Tim Berners-Lee who wanted to create a virtual space in which information 
could be shared or exchanged. It required a generic approach to the processing of 
information from different networks so that different computers could present and locate 
documents on the www. To facilitate this, a code, or computer language, referred to as 
hypertext mark-up language (HTML) was developed. 
 
The invention of HTML greatly enhanced and eased the access across the web. 
Typically, clicking a piece of text or an image in a HTML document, called a link, moves 
to another page, which can be on the same website or a different one entirely. This 
convenience revolutionised web use, enabling users to browse a myriad of related 
topics. 
 

1.1.3. Uniform Resource Locators (URLs)  
A URL, or Uniform Resource Locator, is a text address that uniquely identifies a web 
page on the internet (also referred to as a web address). URLs are not usually case 
sensitive. They are made up of a number of different parts separated by dots (full stops) 
and slash marks.  
 
A typical URL is shown  
on the right. 
 
 
 
 
 

 http stands for hypertext transfer protocol. 

 www indicates that this is a world wide web address. 

 The domain name is a principal part of the address. (A domain is a location or area where 
the pages are stored.) 

 The top-level domain often refers to a country or is one of a number of international 
domains, such as .com (commercial), .edu (educational) .net (network), .org (organisation, 
usually non-commercial), .gov (governmental). 

 

1.1.4. Hyperlink  
As the cursor is moved around a web page, it will occasionally change to a hand with a 
pointing finger. This indicates that this particular piece of text or graphic is a hyperlink. 
 
A hyperlink is a piece of text, an object or a graphic that acts like a button. 
Clicking a hyperlink performs an action such as moving to a different part of  
the same page, displaying a new page or moving to another site altogether. 
  
Anything that changes the cursor to the hand cursor as you move over it is normally a 
hyperlink. Graphics that include a hyperlink will also change to the hand cursor.  
 

1.1.5. Web Browsers  
A web browser is an application that enables users to view individual web pages or the 
collections of linked web pages that comprise websites. These can be accessed on the 
internet, on a local network or on an individual computer. The browser also facilitates 

http://www.blackrockec.ie 
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navigating through websites, the use of hyperlinks, and so on. In Microsoft Windows, the 
most commonly used browser is Internet Explorer, although popular alternatives, such as 
FireFox and Opera, are also available.  
 
Screenshots and examples in this module are taken from Internet Explorer.  
 

1.1.6. Internet Activities  
The internet is most commonly used as a means of global communication to send e-
mails or instant messages, share photos and videos, take part in chat room discussions 
or write blogs. The internet is also an excellent source of reference material and gives 
access to large amounts of information on every subject imaginable. In addition, the 
internet is quickly replacing older, more conventional types of media, such as the 
newspaper, radio and TV. As the internet is much more flexible and interactive than 
traditional media, publishers and advertisers can offer individually customised content to 
users. 
 
The internet can be utilised for many different online activities, such as: 
 

 Information searching (e.g. using search engines to find information, such as holiday 
destinations or ticket prices)  

 E-commerce (e.g. via an online store or auction): E-commerce refers to the buying and selling 
of products through an electronic system, such as the internet. Not all aspects of e-commerce 
are necessarily electronic, for example, after a customer makes a purchase, their item is 
shipped by post. E-commerce is used by all types of businesses to sell all types of products, 
including clothing, toys, computers, electronic equipment, airline tickets, food, jewellery, books 
and medicine. Auction websites enable anyone who has a registered account to buy and sell 
items online. Other types of e-commerce include music and video websites that enable users 
to download purchased content, as well as websites that offer their content on a subscription 
basis, such as journals and other publications 

 E-learning (via a Virtual Learning Environment, such as Moodle): E-learning benefits its users 
through flexibility as there is no need for learners to go to a physical classroom. It is quite 
common for people to take e-learning courses from institutions in other countries. E-learning is 
cost-effective for both students and institutions. It offers institutions a multi-distribution stream 
for materials and accessibility to a widespread pool of students. It offers students easy and 
convenient access to learning materials, that are delivered often in an attractive multimedia 
presentation or interactive application, and does not necessitate the purchase of expensive 
manuals and books. 

 E-publishing (e.g. podcasts, web logs/blogs): Computer users with internet connections have 
the ability to publish and share their own content online. There are many websites that let 
registered users upload data, such as video clips, audio clips, podcasts and written 
documents, to share with the general public or just to specific people. Some of these websites 
only allow certain types of content, such as video clips, to be uploaded while others allow any 
type of content 

 E-banking (online banking, such as checking statements, transferring money, paying bills 
etc.): E-banking enables financial institutions to provide services to their customers through 
the internet or other electronic media, such as mobile phones, which may also be called 
mobile banking (m-banking). E-banking enables customers to perform a range of financial 
transactions from any location where there is access to an appropriate network. Typically, 
these transactions include transferring funds between accounts, obtaining account balances 
and transaction summaries, making account payments, ordering chequebooks, setting up 
standing orders and receiving notification of account transactions via SMS 

 Government services (e.g. e-voting, tax self-assessment, applications for services/grants 
etc.): E-government enables citizens to register for access to public records, such as census 
information, government budgets, specific articles of legislation, etc. With e-government, it is 
possible to perform any number of functions related to government, such as file income tax 
returns, register to vote, change and update personal information (such as a postal address), 



Training for ICDL  Online Essentials 

    5 

apply for government benefits (like grants or scholarships), renew a driver’s licence, and 
request and submit forms 

 Entertainment (internet radio, music streaming and downloading, on-demand and catch-up 
TV, video, film, etc.) 

 Communication (social networks, blogs, podcasts, VoIP, instant messaging, forums, virtual 
worlds, business conferencing, etc.) 

 

1.2. Security and Safety 
 

1.2.1. Online Protection  
It is important to protect your personal or financial details whilst making online purchases 
by using secure websites, logging in securely with a username and password and 
ensuring that you log off websites once the transaction is complete. To protect yourself 
online, avoid unnecessary disclosure of personal or financial information. 
 
Taking part in chat rooms and online discussions can be an engaging and rewarding 
experience where new friends can be made with people all over the world. Unfortunately, 
there is an element of risk involved in these types of online activities from cyber-bullies or 
online predators who seek to gain personal information to harass or cause other types of 
abuse.  
 
Online harassment might seem rather unlikely because of the anonymous nature of the 
internet, but it is that anonymity that enables cyber-bullies and online predators to 
operate successfully. These criminals often masquerade as seemingly harmless people 
asking normal questions based on genuine interest. In other instances, cyber-bullies and 
online predators target a specific victim by gathering personal information from online 
profiles or websites that might contain contact details. Never provide your phone 
number, postal address or e-mail address on any public profile. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fortunately, following some simple rules and employing common sense will minimise 
these risks. 

 

 Use antivirus software and keep it up to date.  

 Never reveal your entire name, full date of birth, contact details or other personal 
information to anyone whose identity you are not absolutely certain of. 

 Use strong passwords and change them frequently. 

 Ensure the operating system is kept up to date, especially with updates designed 
to fix security loopholes. 

 Create an e-mail account on a free service such as Gmail, and use this account if 
an e-mail address is required, for example when registering for a forum. 

 Ensure that children are monitored and use moderated forums and chat rooms. 

 Information posted is publicly available, and subject to the same laws as any 
publicly made comments. 

 Be wary of websites that offer rewards or prizes in exchange for personal details. 
There are many websites that offer some kind of contest or sweepstakes that you 
can possibly win by entering your personal details. These websites often collect 
personal details for direct marketing purposes. 

 Never open an unexpected e-mail attachment, even if it appears to be from a 
known sender. 

 Learn to recognise phishing attempts. 
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The URL begins with https:// rather than the normal http://. This  
 indicates that the secure version of the HTTP protocol is being used.  

 

The Firefox browser will display a padlock icon in the bottom right of the window, and 
show the page URL in yellow in the address bar along with another lock icon.  

 

Where possible and appropriate, avoid entering real personal details, such as name, 
age, sex or location, into forms on websites. It is necessary, for example, to use correct 
personal information for banks or where credit card details are needed, but an invented 
online identity, called an alias or handle should be used for web forums, etc. 

 
Usernames and Passwords 
Almost any network, from a home network, to an office or educational establishment 
network, to the internet itself will require a username and password to gain access. The 
use of password security makes it possible to restrict access to authorised entities, and 
also makes it possible to track user activity. In corporate or educational environments, 
usernames and passwords are generally issued by IT departments and users are 
allowed to change their passwords but not their usernames. 
 
It makes sense to choose a strong 
password, containing a lengthy 
mixture of upper and lower case 
letters, numbers and non-alphabetic 
characters, such as underscores. 
Many networks will now actively 
enforce the choosing of strong  
passwords and require that users 
change them on a regular basis. 
 
It is important that an online user logs  
off securely to ensure that personal or  
financial details cannot be viewed or  
used by an unauthorised user. 
 

Secure Websites  
Buying something online with a credit card or banking online involves using a secure 
website. These sites employ encryption (see Section 1.2.2) to protect the information 
being transferred.  
Web browsers will indicate that a secure section of a website is being viewed.  
 
Internet Explorer shows a padlock icon to the right of the URL. 
 
 
 

 
 
 
 

 
Not all parts of a website will be secure. For example, on shopping sites the sections 
where products are selected are normally unsecured and secure pages only appear at 
the checkout section, where personal information must be entered. 

 
 
 
 
 
 
 
 

note 

note 
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1.2.2. Encryption  
Encrypting files ensure that they cannot be accessed or utilised except by the person for 
whom the communication is intended. If there is any attempt to intercept a file as it is 
being transferred across the internet, the encryption offers a high level of security. 
Encryption is extensively used to protect information such as credit card numbers and 
sensitive information such as personal data or company secrets. 
  

1.2.3. Digital Certificates  
When goods are being bought on the internet or when confidential information is being 
exchanged, there is a need to establish that agencies are authentic and the transfer of 
data is secure. Digital certificates verify that users are who they claim to be. Digital 
certificates offer the additional assurance that information sent across the internet 
between parties is encrypted and that only the authentic person, company or authority 
has the appropriate mechanism to decode or access the information.  
 
Typically, users will register with an organisation that issues digital certificates. This 
registration usually requires the checking of confidential information, e.g. credit card 
numbers and companies, to confirm identity. Companies conducting business across the 
internet will also register in a similar manner. The certifying authority then facilitates the 
secure communication between users and the recipient when, for example, a hotel 
booking is being paid for online. 

 

1.2.4.  Controlling Internet Use  
In some cases it is important to restrict access and control use of the internet, such as in 
work or in terms of parental control/adult supervision.  
 
Internet control options include: 

 Parental control/supervision 

 Web browsing restrictions 

 Download restrictions 

 
As computers and high-speed internet connections become increasingly prevalent in 
homes, so do the dangers posed to younger users. As with the threat from malware, 
common sense coupled with correct use of the technology can reduce or eliminate these 
risks. 
 

 Supervision of online activity can be effective, perhaps including having the internet computer 
located in the kitchen or other busy room in the house. 

 Education is vital for both parents and children. Make sure younger users trust no one outside 
their own circle of friends, and never release their age, sex or home address in chat rooms, 
etc. Parents should learn to spot inappropriate behaviour. 

 E-mail clients can use a blacklist to block e-mails from unwanted senders, or alternatively 
block all e-mails except those from senders on a whitelist. 

 As with television, time limits should be established for computer usage and other activities 
should be encouraged. 

 Restrict Web browsing by blocking inappropriate websites from being viewed (see parental 
control software below). Most Internet browsing software enables users to manage websites 
by allowing or blocking content.  

 Restrict downloads from the Internet and only allow downloads from reputable sites that you 
know and trust. Web browsers also offer various types of filter, such as the SmartScreen Filter 
for Internet Explorer which checks the sites that are visited against a list of phishing and 
malicious software sites. If a threat is encountered, a warning is provided and the content is 
prevented from downloading. 
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 Investigate parental control software. This can take the form of stand-alone applications that 
constantly monitor online activity, or plug-in additions to web browsers, such as the free 
Parental Control Toolbar (http://parentalcontrolbar.org/). These programs sometimes check 
websites against online blacklists, or search for certain keywords on the site and block based 
on those. Internet Explorer provides a Family Safety feature enabling parental controls. 

 Games are not just for children, and many contain adult situations and themes. Games 
software is rated in a similar manner to films by various organisations such as PEGI 
(http://www.pegi.info). Use the ratings, and search for reviews online to establish a game’s 
suitability. 


